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Purpose
To ensure the implementation of procedures to review on a regular basis records of information

systemn activity, such as audit logs, access reports, and security incident fracking reports.

Policy

Itis the policy of the Department of Personnel and Administration {DPA) to review on a regular basis
activity records of all information systems that contain ePHI or through which ePHi can be accessed,
as required by the MIPAA Security Rule, 50 as to prevent, detect, contain, and correct security
violations. Activity records inciude, but are not limited to, audit logs, access reports, and security
incident tracking reports.

DPA’s Information Technology Unit {ITU) is responsible for develaping and implementing procedures
for reviewing system activity. ITU will review the procedures on an annual basis, or more often if
circurmstances require, providing a copy of all changes to DPA’s HIPAA Compliance Officer. If no
changes are made when the procedures are reviewed, the review must be documented and the
HIPAA Compliance Officer notified by e-mail that a review was performed and no changes made.

Procedures
To be developed by ITU in accordance with statewide requirements and with input from DPA’s HIPAA

Comptiance Officer.

Definitions/Abbreviations
None
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